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Protecting Your Ministry: Recognizing and Preventing Fraud, Theft, 
Cybercrime, and Employee Misconduct 
 Insurance Board

	 Insurance Board has observed an increase in 
claims involving fraud, theft, cybercrime, and employee 
misconduct. These troubling trends affect organizations of 
every size, including churches and ministries. While most staff 
members and volunteers serve with integrity and dedication, 
it only takes one individual acting improperly to cause 
significant financial, operational, and reputational damage. 
 
This edition of The Steward is dedicated to helping churches 
and ministries recognize potential warning signs, identify 
areas of vulnerability, and implement safeguards that 
reduce risk. By understanding how these issues arise and 
taking proactive measures, ministry leaders can better 
protect their congregations, resources, and mission. 
 
To ensure a common understanding of these important topics, 
the following definitions are provided: 

Fraud is the intentional deception of a person or organization for 
personal gain, typically involving money, property, services, or 
legal rights. It occurs when an individual knowingly misrepresents 
facts or conceals important information in order to gain an unfair 
or unlawful advantage.
 
Generally, fraud involves four key elements: 
 
	 1. Intent – The individual knowingly acts dishonestly or
	  provides false information. 
	 2. Deception – A false statement, omission, or
	  misleading action is used to deceive another party. 
	 3. Reliance – The victim believes the misinformation
	  and acts based upon it. 
	 4. Injury or Loss – The deception results in financial 	
	 loss, property loss, or other harm to the victim. 
 
Examples within a ministry setting may include falsified expense 
reports, unauthorized use of church funds, or misrepresentation 
of financial records.

Theft is the unlawful taking of another person’s property, 
money, or services without permission and with the intent of 
permanently depriving the rightful owner of its use. Also known 
as larceny, it is the overarching term for various stealing crimes.
 
In churches, theft can take many forms, including stolen offerings, 
misuse of ministry credit cards, unauthorized purchases, or the 
removal of church-owned equipment and supplies for personal use.
 
Cybercrime refers to illegal activities involving computers, 
digital devices, or information systems. These crimes may target 
individuals, organizations, or networks directly, or they may use 

technology to facilitate other crimes such as fraud or identity theft 
and crimes that directly target devices or networks (like malware 
and hacking). Examples of cybercrime affecting ministries include:

•Phishing emails impersonating pastors or church leaders.
•Business email compromise scams.
•Unauthorized access to financial or membership databases.
•Ransomware attacks.
•Theft of personal or financial information.

As churches increasingly rely on online giving platforms, cloud-
based systems, and digital communications, cyber risks continue 
to grow.
 
Employee Misconduct - refers to any workplace behavior by a 
worker that violates company policies, ethical standards, or legal 
and professional expectations. It undermines the trust between 
employer and employee and disrupts the work environment.

Understanding these risks is only the first step. Ministry leaders 
must also recognize how vulnerabilities can develop within 
their organizations. Strong stewardship requires churches to be 
diligent in: 
 
•Hiring and screening staff members and volunteers. 
•Conducting appropriate background checks. 
•Clearly defining responsibilities and accountability measures. 
•Establishing financial controls and oversight procedures. 
•Limiting access to sensitive information and financial systems. 
•Monitoring technology and cybersecurity practices. 
•Providing ongoing training related to ethics, fraud prevention, 
and information security. 
 
Without proper safeguards, even trusted individuals may have 
opportunities to misuse resources, conceal improper activity, 
or expose the ministry to unnecessary risk. For assistance 
and additional guidance for your ministry, contact your local 
Insurance Board Agent today and visit our Safety Central 
webpage.

www.InsuranceBoard.org/safety-central      
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This material may include a general description of insurance coverages and does not include all terms, 

conditions, and limitations found in Insurance Board policies. Only the insurance policy will form the contract 

between the insured and Insurance Board. Neither Insurance Board nor its employees, representatives, 

or agents shall be liable for the use of any information of statements made or contained herein. The 

information contained in these materials is intended solely to provide general guidance. Insurance Board 

disclaims all liability for any errors or omissions or for any actions you take or fail to take based on these 

materials. The information provided may not apply to your particular facts or circumstances; therefore, 

you should see professional advice prior to relying on any information that may be found herein. 



	 Churches of all sizes face increasing challenges 
related to fraud, theft, cybercrime, and employee or volunteer 
misconduct. From a loss control perspective, the most 
effective approach is to implement comprehensive policies, 
procedures, and oversight measures that reduce opportunities 
for loss while promoting accountability throughout the church.

One of the most important fraud prevention measures is the 
establishment of strong internal controls. Duties involving 
financial transactions should be segregated whenever possible 
so that no single individual has complete control over receiving, 
recording, and disbursing funds. Regular management 
reviews of bank reconciliations, expense reports, and financial 
statements can help identify irregularities before they result 
in significant losses. Organizations should also require dual 
signatures on checks above established thresholds and conduct 
periodic audits to verify compliance with financial procedures.

A practical example of successful implementation can be seen in 
many churches that transition from a single-person accounting 
process to a dual-review system. In one case, a church discovered 
unauthorized reimbursements during a routine audit shortly 
after implementing management approval requirements 
for all expense reports. Enhanced oversight prevented 
additional losses and improved financial accountability.

Employee and volunteer screening is another critical component 
of an effective loss prevention program. Background checks 
should be conducted on individuals who handle money, sensitive 
information, or vulnerable populations. Reference checks 
can provide additional insight into an applicant’s reliability 
and integrity. These measures not only reduce the likelihood 
of fraudulent activity but also demonstrate a commitment 
to safeguarding organizational assets and stakeholders.

Churches that have implemented formal screening programs 
often report reductions in incidents involving theft, misconduct, 
and policy violations. For example, churches with youth-serving 
ministries require criminal background checks and reference 
verification for volunteers before they are permitted to work 
with participants. These procedures help identify potential 
risks before individuals are placed in positions of trust.

To address theft exposures, churches should implement both 
physical and administrative security controls. Restricting access 
to offerings, financial records, equipment, and sensitive member 
information helps reduce opportunities for unauthorized 
activity. Access should be granted based on ministry 
responsibilities and reviewed regularly. Security cameras, alarm 
systems, visitor management procedures, and asset tracking 
programs can further strengthen theft prevention efforts.

A successful example involves a church that experienced 
recurring losses of audio-visual equipment and other 
ministry resources. After implementing key-card access 
controls for storage areas, an equipment inventory tracking 
system, and video surveillance in common areas, the 
church significantly reduced theft incidents and improved 
accountability for shared property and equipment.

Cybercrime continues to be one of the fastest-growing 
threats facing organizations. Loss control efforts should focus 
on both technology and employee awareness. Multi-factor 
authentication (MFA) should be implemented on all critical 
systems, particularly email and financial platforms. Strong 
password requirements, timely software updates, endpoint 
protection, and secure data backup procedures are essential 
cybersecurity practices. Equally important is employee and 
volunteer training on recognizing phishing emails, social 
engineering tactics, and business email compromise schemes.

Many churches have successfully reduced cyber incidents 
through security awareness campaigns and phishing 
simulations. For example, a church implemented quarterly 
phishing training, and MFA reported a substantial decrease 
in the number of employees clicking on suspicious email 
links. By combining technology controls with education, the 
organization significantly improved its cybersecurity posture.

Effective employee and volunteer management also 
plays a key role in reducing loss exposures. Churches 
should maintain written policies outlining expectations 
for conduct, ethics, confidentiality, cybersecurity, and 
reporting concerns. Employees and volunteers should 
receive orientation and periodic refresher training on these 
policies. Supervisors should conduct routine performance 
evaluations and maintain open communication with 
team members to address concerns before they escalate.

An effective reporting mechanism is another valuable risk 
management tool. Churches should encourage employees and 
volunteers to report suspected fraud, theft, policy violations, 
or security concerns without fear of retaliation. Anonymous 
reporting options can increase participation and help identify 
potential problems early. Ultimately, preventing fraud, theft, 
cybercrime, and misconduct requires a proactive approach 
that combines strong controls, employee engagement, 
effective supervision, and ongoing training. Churches that 
invest in these loss control strategies are better positioned to 
protect their assets, reputation, and mission while fostering a 
safe, secure, and accountable operating environment. Here is 
a liability checklist to evaluate your organization’s strategies:  
Full Liability Checklist

Loss Control Strategies To Prevent Fraud, Theft, & Cybercrime While       
Strenghtening Employee And Volunteer Management 
 Insurance Board
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Loss Control Response Strategies For Churches Following Fraud, Theft, 
Cybercrime, or Misconduct 
 Insurance Board

	 Churches often operate with limited staff, 
significant volunteer involvement, and a high degree of 
trust among members. While these qualities contribute 
to a strong environment of ministry, they can also increase 
vulnerability to fraud, theft, cybercrime, and employee or 
volunteer misconduct. When an incident occurs, church 
leaders must respond promptly, professionally, and 
compassionately while protecting church assets, preserving 
trust, and maintaining compliance with legal obligations.

The first priority is to secure and preserve evidence. Church 
leaders should avoid making assumptions or confronting 
individuals before the facts are gathered. Financial records, 
contribution logs, bank statements, computer records, 
emails, surveillance footage, and access reports should be 
immediately secured. If cybercrime is suspected, leaders 
should preserve electronic evidence and avoid deleting 
files or emails that may be needed during an investigation.

For example, a church treasurer may discover unauthorized 
withdrawals from the church’s checking account. Rather 
than relying on verbal explanations, church leadership 
should gather bank statements, transaction records, and 
approval documentation to determine exactly how the loss 
occurred. Prompt documentation often improves the church’s 
ability to recover funds and support insurance claims.

Church leadership should then notify the appropriate parties. 
Depending on the circumstances, this may include the pastor, 
church board, finance committee, legal counsel, insurance 
carrier, law enforcement, and information technology 
support. Early communication ensures that key decisions are 
coordinated and that reporting responsibilities are fulfilled.

Once immediate concerns have been addressed, the church 
should conduct a thorough investigation. The objective should 
be fact-finding rather than assigning blame. Leaders should seek 
to understand what happened, how it occurred, and whether 
existing controls were bypassed or inadequate. Maintaining 
confidentiality throughout the process is essential to protect 
the integrity of the investigation and avoid unnecessary harm 
to individuals. Part of the investigation should be contacting 
your insurance agent in case there is a claim to be made. 

Cybercrime incidents deserve special attention. Churches 
increasingly rely on online giving platforms, electronic 
banking, email communications, and cloud-based systems. 
Criminals frequently target churches through phishing 
emails, fraudulent payment requests, and compromised 
financial accounts. If a cyber event occurs, affected 

accounts should be secured immediately, passwords 
changed, and financial institutions notified. Consider 
engaging a qualified cybersecurity professional when 
sensitive information may have been compromised.

Following the investigation, church leaders should focus on 
corrective actions. Often, losses reveal areas where controls 
can be strengthened. For example, if a member of the 
finance team was able to write and approve checks without 
oversight, the church may implement a dual-signature 
requirement and monthly finance committee reviews. If 
online banking credentials were compromised, multifactor 
authentication and cybersecurity training should be adopted. 

Employee and volunteer misconduct should be 
addressed consistently and in accordance with 
church policies. Appropriate disciplinary action 
should be taken when misconduct is substantiated. 
Leaders should balance accountability with the church’s 
mission of grace and restoration while ensuring that members, 
employees, volunteers, and church assets remain protected.

Perhaps the most important step is learning from the incident. 
Churches should review policies, enhance training, 
strengthen oversight, and communicate lessons 
learned to leadership teams. By treating losses as 
opportunities to improve controls, churches can better 
safeguard their ministries, finances, reputation, and 
congregation. You can find resources for these topics at:

 https://www.insuranceboard.org/safety-central/

The goal is not only to recover from a loss but to 
strengthen the church’s ability to protect its people, 
finances, ministry, and reputation in the future.
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Agent Corner
 Insurance Board

      		
             

	       Agent Corner 	
Andrew Parry, Vice President, Client Development 

Highstreet Insurance & Financial Services

	 Insurance policies provide churches with 
invaluable financial protection and peace of 
mind when the unexpected occurs. As insurance 
professionals, however, our role extends far beyond 
placing coverage. We have the opportunity—and 
the responsibility—to serve as trusted advisors who 
help churches prevent losses before they happen.

One of the most meaningful ways we can accomplish 
this is by guiding churches in the development 
and implementation of sound policies and 
procedures. While insurance responds after a 
loss, effective risk management works to reduce 
the likelihood that a loss occurs in the first place.

Many internal policies contribute to a healthier and 
safer ministry environment. Safety manuals, financial 
management procedures, and photo release forms all 
play an important role in reducing risk. Three resources, 
however, consistently stand out as foundational: an 
abuse prevention policy, a facility use agreement, 
and a preventative maintenance program. These are 
also among the items underwriters most frequently 
request when evaluating a church for coverage.

When I meet with a new church, reviewing these 
policies is one of my first priorities. Rather than 
focusing solely on the insurance application, I want to 
understand how the church is actively managing its risks.

 
If gaps exist, I work alongside church leadership to 
identify practical solutions and connect them with 
available resources. This collaborative approach 
not only strengthens the church’s overall risk 
profile but also helps create a safer environment 
for members, volunteers, staff, and visitors.

For churches, implementing these policies is about 
more than satisfying underwriting requirements. 
It reflects faithful stewardship of the people, 
facilities, and resources God   has  entrusted   to 
their care. As insurance professionals, we are 
uniquely positioned to help church leaders recognize 
that strong risk management is an extension of 
good ministry, not simply an administrative task.

Insurance Board provides excellent tools to 
support this work. The sample policies, forms, 
and guidance available through the Safety Central 
section of Insurance Board’s website offer a valuable 
starting point for both agents and church leaders. 
Familiarity with these resources enables us 
to better prepare our clients, streamline the 
underwriting process, and,  most  importantly,  
help churches   build    a  culture   where preventing 
loss is just as important as insuring against it.
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Claims Lessons Learned
 Insurance Board

	 A recent news article told of a financial advisor 
for a large New York church who was recently arrested for 
orchestrating a fraud scheme that stole nearly $4 million dollars 
from the church.  The scheme took several years to pull off.  
The advisor secretly diverted church offerings and donations to 
his bank account and then covered up the theft by fabricating 
the church’s financial records. The advisor’s actions went 
unnoticed until they were exposed through an investigation by 
the NY Attorney General’s Office.  The advisor had total control 
over the church’s finances with no administrative oversight.  

Another article talked about a church that had money raised 
through its capital building campaign stolen by online scammers. 
According to the article, a cybercriminal had been secretly 
monitoring emails between the church and its contractor. The 
fraudster then faked the contractor’s identity and got the church 
to send payments to a false email address. By the time the 
fraud was discovered, nearly all the capital campaign donations 
had been taken.  The amount stolen was more than $700,000. 

One of our own participants reported a claim involving one of 
their employees who stole more than $400,000 over several 
years.  The employee worked as a financial secretary, and like the 
New York church, there was no financial oversight. Church leaders 
discovered the theft when they reviewed bank accounts at the 
beginning of the year and found that the accounts were empty.

Another one of our participants suffered financial loss when 
fraudsters  gained  unauthorized  access   into the church’s online  bank 
account and stole more than $70,000. Not only did the fraudsters 
steal money, but they  also changed the account password,   
preventing   the  church  from quickly  discovering the  theft.  
Unfortunately, the bank was unable to recover the stolen money.  

These stories highlight an alarming pattern for charities 
and faith-based organizations: they have increasingly 
become targets for financial malfeasance, both 
internally by employees and externally by fraudsters.

According to Ministry Watch, financial fraud has become 
a $62 billion-dollar problem for faith-based organizations.  
Nationally as well as among our own participants, organizations 
that lack strict financial controls, or who are unaware or 
uninformed of the tricks fraudsters use are the most vulnerable. 
There are a number of best practices participants can 
adopt that can help prevent employee fidelity crimes.  

Among these are:

•	 Establish and implement consistent dual controls and 
                oversight policies. 

•	 Segregate all revenue-related duties among several 
      	 individuals, such as counting cash and checks, processing
	 income and digital giving, and depositing funds into 
	 accounts. 

•	 Segregate among several individuals all expense-related 
	 duties such as approval  of expenditures and writing and 
	 signing of checks. 

•	 Establish policies for careful documentation of gift cards 
	 donated to the church, as well as documentation of
	 inventory and equipment.

Most of the fidelity claims from our participants involve 
employee embezzlement. However, we’re seeing a growing 
number of claims involving online theft like the two examples 
described in this article. Insurance Board’s website offers 
best practices on preventing cybercrime, and we encourage 
participants to adopt these procedures as well as take 
the necessary steps to prevent all types of fidelity crimes.  

The church mentioned earlier whose capital campaign donations 
were stolen, eventually began to implement more stringent 
financial procedures. The procedures included establishing 
a financial oversight team, stopping electronic payments 
entirely, and adding new layers of digital security and internal 
protocols. Donations and contributions from parishioners and 
local businesses also enabled them to recover most of the 
money that was stolen, and the new procedures they adopted 
helped prevent future thefts from occurring.  Equally impactful, 
however, was the fact that the church learned an important 
lesson about the need to implement preventative measures.  
With fidelity crime increasing for faith-based organizations, this is 
a “lesson learned” that can be helpful for our participants as well. 

This communication, along with any attachment, does not 
amend, extend or alter the coverage terms, exclusions, and 
conditions of insurance policies referenced herein. Policy 
language is controlling and supersedes. Guidance provided by 
the Insurance Board does not constitute legal advice; please 
seek the advice of an attorney if you wish to obtain legal advice.
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Building A Culture of Accountability  
 Insurance Board

	

	

                                  Preventing  fraud, theft, cybercrime, and misconduct

     requires more than policies alone. It requires a culture

  of accountability, transparency, and stewardship.

   Churches should regularly review financial practices,

 segregate key duties, maintain appropriate

  supervision, and encourage staff and volunteers

        to report concerns without fear of retaliation.

      	        Effective internal controls not only reduce the 

likelihood of wrongdoing but also demonstrate 

responsible stewardship of the resources entrusted to 

the ministry. 

	 By learning from current trends and adopting proven 

risk-management practices, your church can better 

safeguard its people, finances, reputation, and mission. 

  For additional guidance and ministry-specific risk 

management resources, contact your local Insurance 

Board agent or visit our Safety Central webpage: 

InsuranceBoard.org/safety-central

       Together, we can help create safer, stronger, and more 

secure ministries.
        

LossControl@insuranceboard.org

www.InsuranceBoard.org
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Our Mission: To connect faith-based institutions to comprehensive 
and customized risk and insurance management solutions anchored 
in shared trust and sacred responsibility.  

Insurance Board’s program was designed to make available 
specialized property and liability insurance solutions to congregations 
of ecumenical partners formally aligned with the United Church of 
Christ, which include: Christian Church (Disciples of Christ) – Full 
Communion; Presbyterian Church (U.S.A.) – Formula of Agreement; 
Alliance of Baptists – Partner in Mission; Evangelical Lutheran Church 
in America (ELCA) – Formula of Agreement; and Reformed Church in 
America (RCA) – Formula of Agreement. 



CEO Corner
Timothy S. Harris, CPCU
President and CEO

	

         As mentioned in this edition of The Steward, 
carefully managing the affairs and responsibilities 
of the church represents more than just 
administration. The church belongs to God, the 
congregants, and the community. Failure of 
stewardship can result in considerable consequences 
involving church reputation, assets, and people.

The articles within this loss control newsletter describe 
some of the adverse possibilities, and actual impacts, 
that fraudulent activity can cause to a church.  Even 
under the best circumstances, churches can be 
exploited by outside actors such as hackers seeking to 
steal from the church.  Without appropriate controls, 
churches also become exposed to dishonesty 
perpetrated from within church walls.  Some of these 
unsanctioned activities, unfortunately, include the 
acts of employees or volunteers embezzling funds.  
Other losses are the result of church employees 
and volunteers being manipulated into revealing 
sensitive financial and/or technical information.  
Churches can lose thousands and occasionally 
into the millions of dollars through these actions.

While some of the examples provided are to show the 
potential for losses from lax controls, we experience 
actual losses from similar scenarios every day.  
They are real, often quite costly for the church and 
Insurance Board, and have occasionally resulted in 
reputational harm to the church.  Most of the claims 
resulting from such unaddressed vulnerabilities 
are the result of human factors and preventable.

In addition to the financial costs and losses to 
property, failure to provide sound stewardship 
can lead to injuries of people. The economic and 
emotional toll resulting from sexual misconduct 
claims, for example, cannot be overstated.  It is often 
true that churches lacking or adhering to appropriate 
policies in one area are likely to lag in others.  Although 
we do not like to admit that such things happen in 
houses of worship, they do.  Our collective obligation 
is to use every tool at our disposal to mitigate 
the incidence of these harms. We provide many 
resources and educational tools to assist churches in 
managing risk. Please reach out to your agent, or to 
us directly, to learn more about how we can assist 
in making your church a safer place for ministry.
 

1468 West 9th Street, Suite 350 

 Cleveland, OH 44113 

PH: 800.437.8830 | FAX: 216.736.3239 
www.InsuranceBoard.org  


