





Blogs

“Blog” is short for “weblog,” which is an online journal or
diary. Members of social networking websites post blogs
about a variety of topics, such as their personal interests,
opinions, or simply their daily life. Teens may also use
blogs to talk about the places they visit, share poetry they
have written, or post lyrics to songs they like.

However, they need to be very cautious about the
information they may leave on a blog. It is very easy to give
away personal or location details that could lead a predator
right to them.

The following example shows just how easy it can be for
teens to let their emotions take over common sense when
they are writing a blog.

MySpace Blog

This blog provides a date and time when this teen will be
alone at a downtown coffee shop. That information is all an
Internet predator needs to have access to your child.

Mail Messages

Social networking websites all contain a form of private
communication. Messages that are sent and received within
the mail center are person-to-person, exactly like e-mail.
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Many young people are using only the mail services within
their social networking sites instead of accessing their
Yahoo, Hotmail, and Gmail accounts. The following is an
example of what mail messaging looks like in Facebook.

facebook

Home

Profie  Friends Inbox (1

Settings

[ Search Inbox

| [+ compose |

=] Messages
T Updates

G Sent

o

Select: All, Read, None

e

January 8 at 6:08pm

January 8 at 5:58pm

3
[}

January 8 at 3:46pm

>
o

>
]

January 7 at 10-16pm

>
[}

January 7 at 8:48pm

]

January 6 at 12:17pm

>
a

January 5 at 2:17am

January 4 at 8:28pm

I
@

>
a

January 4 at 7-16pm

]

January 4 at 12:08am

>

Show: m Unread

(no subj
well { hope things do get better and if there anything that u need to talk ab..

(na subject)
haha! yeah why didnt you go out of your house? ha lame ;)

(no subject)
i have been pretty great:) hbu?

(na subject)
oh very nice how was that?

dayummmmi:)
helllo :) what you doin?

(no subject)
ok il talk to u later night

(no subject)
ya sadly:(

(na subject)
ya i know i am:)

(no subject)
hey just bt me when you get on or somethin

{no subject)
OMG, | would call u right now but idk if u will be awake cause im up realllly

Facebook Mail Messages

Chat Rooms

A chat room is a real-time public conversation room. These
rooms are often frequented by people looking for sex.
Conversations in these rooms can be very sexual in nature
and even violent.

The two most popular social networking sites have removed
the “chat room” function as a general option. However, a
teen can add certain applications for the purposes of chat
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rooms. Some social networking websites, such as
MocoSpace, still allow members to join chat rooms as part of
their standard profile.

The following example is quite disturbing. It shows a public
chat room in MocoSpace. The room is titled “Teens Chat,”
but as you can see, a significant amount of the conversations
are not appropriate for a teen.

e
'/Q SRR Welcome qtpiecupcake! @online =
22 | Zi\E [F1 3 new messages: jamie jamie justin ez
mobile communities S ———

Teens Chat | send |

|
(nvite ] Ceave Refresh | ieons | T0]

Thumbnails List L S e > Tex it if u qtz et nif udnt ask 4 et no pixno add dntadd n -
nt tlk no white peepz 14-17

-— 15 m * 19
TR ssmgees> Who wana trade vids?
P - -y ‘ 4= 13f atlanta i.m. 2 chat.
-y 14 S Sl
lake city S > wants to trade pics girls only
2 somesm meleee> 13f. mature 4 age. lez. Dcup. add me girls must have pix.
x.oldguyis30.x 14 m babygurl20110=> any bi or lez wanna talk 20 f any age message me or add |&
gt 5 16 m seximan210> anyone ladies from michigan im me or add me
MaKiN cHrls Jr WiT mY bABY nOnNa drillbit> Any girls 12 and younger in here? LM me
—— 7f
S ; teacherx34> NE YNGTEENGIRLS CURIOS ABT OR EVER TRY TOUCHIN URSELF N
5 WANA LEARNZKUM ADD OR IMme4A NAWTY LESSON
17 {eaves
Buffalo s el > 13f. mature 4 age. lez. Dcup. add me girls must have pix.
gt » 16 [ s Bl s> Ne body wanna b my txtin buddiez while iam n class...plz no
LOMGVIEWW pmz ..AND NO PERVES
kai-.muddafxkkr. -lou- enters
—ga 13 leaves
x.xbubbax.x 16 m babygurl20110> any bi gurls wanna chat wit 20f message or add me
x.xlittlemizzsunshinex.x 14 W e e > Wana trade pix with me and my gf we need a kinky babe
somewhere you dont need to know Im: rite now
x31_babyx 16 m —— ..-'.:::;BY FIRM3 VATOS H1T M3 UP 1F U LyK WAT U C*
Cigarroz foroz je je \El ol
—— LEdi T eweenghaste> ladies send me dirty pix

MocoSpace Teens Chat Room

Even more disturbing is the number of people in this chat
room that are lying about their age. In several instances, the
people were much older than what is listed on the left. For
example, “x.oldguyis30.x” is listed as being a 14-year-old
male. His profile age of 14 allows him to access this chat
room. However, in the “About Me” section of his profile, he
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states, “I am 30 years old not 14.” Encourage your teen to
stay out of chat rooms altogether.

WHAT I CAN DO TO KEEP MY CHILD SAFE

The single most important thing you can do is understand
and be involved in your children’s Internet activity. Sit
down with them and review any profiles they have created or
visited. Talk to them about their online safety, and teach
them how they can be responsible on social networking sites.

Do your own research. Social networking websites have
links to safety tips covering subjects such as inappropriate
content, misrepresentations of age, and harassment. The
following are some general safety tips that can be shared
with teens who network online:

e Do not post information that enables a stranger to
locate you. This includes personally identifying
information such as: first name; last name; the name
of your school or sports teams; the town you live in;
or where you hang out.

e C(Create screen names that do not include real names,
age, or gender.

e Never agree to meet in person someone whom you
met online.

e Never post, send, or forward naked or sexually
suggestive photos. Let them know that sending or
keeping pictures of anyone under the age of 18 can
be prosecuted as child pornography and that they
could go to jail.

e Be careful about the photos you upload to your
profile; do not post sexually suggestive images.
Also, think about how the photos you post could
affect your reputation if viewed by a college
admissions counselor or potential employer.
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e Do not reply to harassing messages. Tell a parent
about any harassing or bullying situation.

e Do not reveal your password to others (except your
parents). Doing so puts you at risk of being
impersonated.

e Encourage your kids to talk to you or another adult if
they come across information that upsets them,
confuses them, or is pornographic.

e Make sure your child understands that not everything
they read or see online is real, and that not all people
are who they say they are.

Parents of teens who maintain profiles on social networking
websites may want to monitor their children’s online
activities. Monitoring can include the following:

e Keep online computers in common areas of the
home. Never put online computers in a child’s
bedroom.

e Keep a current record of your child’s login
information, including all e-mail addresses, login
names, display names, and passwords.

e Regularly check your child’s network of friends on
each website. If there are people on the list that you
do not know, ask your child who they are and how he
or she met them. Remove “online only” friends on
your child’s profile. = Remember, people aren’t
always who they say they are.

e Frequently check the content of your child’s profile.
Is your child posting inappropriate personal
information, photos, videos, blogs, or comments? Is
your child engaging in harassing or other
inappropriate conduct? If so, remove the content.

e Verify that the security options on your child’s
accounts are appropriately set.
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e Agree with your child upon a set of rules for using
the Internet. A sample Family Contract for Internet
Safety is provided at the end of this guide and on the
ProtecTeens DVD.

If your child is exposed to inappropriate sexual material on a
social networking website, there are several things you can
do. Report sexually explicit material, child enticement, or
unsolicited obscene material to local law enforcement
and the CyberTipline at the National Center for
Missing and Exploited Children, www.cybertipline.com, or
(800) 843-5678. To learn more, visit www.missingkids.com.

On most social networking websites, you can also report
inappropriate activity directly to the website. If you see
inappropriate content or pictures, look for the “Report” link
located on that webpage. If you cannot find one, copy the
link from your browser address bar and send it to the
company via its contact page.

UNDERSTAND CYBERBULLYING

According to the National Crime Prevention Council, almost
half of all American teens have been the victim of
cyberbullying. Cyberbullying happens when teens use the
Internet, cell phones, or other digital devices to send or post
messages or images that are intended to hurt, humiliate, or
embarrass another person.

Forms of Cyberbullying

There are many different types of cyberbullying. Here are
just a few examples:

e Sending or forwarding mean, threatening,

discriminating,  humiliating, = embarrassing, or
vindictive text messages, e-mails, or chats;

40


http://www.cybertipline.com/�
http://www.missingkids.com/�

e Teasing or frightening someone online;
e Using lewd or insulting language and remarks;

e Using someone else’s password to gain access to
their account;

e Impersonating someone online;

e Spreading rumors or lies about someone through
messages, comments, bulletins, or wall posts;

e Pretending to be someone you are not to gather
information from others;

e Posting pictures or information about someone
without their consent;

¢ Insulting someone while playing an interactive online
game;

e Voting on an online bashing poll or guestbook.

Talk to your children about cyberbullying, and how it could
affect them, both as a victim or as a participant. Make sure
your teens understand that they should treat others with
respect when they are texting or are online, and that there are
stiff legal consequences for cyberbullying in Idaho.

Victims of Cyberbullying

The single most important thing you can do is let your teen
know that they can come to you if they feel they have been
the victim of a cyberbully. You can help your teen stay safe
by having them follow these steps:

e Never forward or respond to mean, embarrassing, or
hurtful messages or images to other people;

e Never share their passwords or other account
information with anyone;

¢ Block any and all communications from a cyberbully;

e Never give personal information out to anyone;
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e Immediately report cyberbully encounters to your
school resource officer.

There are laws in Idaho that protect victims of harassment,
intimidation, and bullying. If you feel that your child is the
target of cyberbullying, talk to your school counselor or
resource officer immediately. Cyberbullying can have very
serious effects on your child.

DELETING A PROFILE

If you decide to delete your teen’s profile, try to gain his or
her cooperation first. Talk to your child about your concerns
for his or her safety and other options for socializing with
friends. Otherwise, your teen may go “underground” and set
up another profile that is harder to trace or is on another
social networking website.

Deleting or deactivating a profile often requires several
steps.  Individual social networking websites provide
instructions on how to delete or deactivate accounts. It is
important to carefully follow each step required, or the
profile will not be deleted.

After you follow the deletion or deactivation steps, always
check to make sure the profile is actually deleted.

For more information on teen Internet safety, wvisit
www.ag.idaho.gov and view the ProtecTeens video.
Additional information can be found on the Idaho
Internet Crimes Against Children Task Force website at
www.icacidaho.org.
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OFFIcE oF ATTORNEY GENERAL
LAWRENCE WWASDEN

FAMILY CONTRACT FOR INTERNET SAFETY

Child’s Agreement

| know that there are strangers and dangers on the Internet. To help keep me safe, | promise to follow these steps
whenever | am online.

e | will create safe and polite screen and profile names that do not tell people anything about me or my family, and
are not rude or sexually suggestive.

e | will not give out or put any personal information about me or my family anytime | am online, including my
address, telephone number, what school | go to, or how old | am.

e | will not add people as “friends” to my profile that | do not know personally and in real life.

e | will not be a cyberbully. | will treat others with respect, use good language, and not post or send anyone mean
or threatening words that might hurt or embarrass them.

e | will not send pictures or videos of myself to anyone without asking my parents first.

o | will tell my parents about people | meet online. | know there are adults that will pretend to be kids to get me to
talk to them.

o | will not call or agree to meet anyone | met online without asking my parents first.

e | will tell my parents immediately if someone sends or posts any pictures, videos, or words that make me
uncomfortable, sad or upset.

« | will keep my screen names, profiles names and passwords secret from everyone except my parents.

o | will tell my parents if someone online asks me to do something | am not supposed to do or that makes me
uncomfortable or embarrassed.

e | will not download anything from the Internet unless first asking my parents.

e | know that it is illegal to send or post sexually suggestive photos or videos of myself or friends.

e | will not buy or order anything online without asking my parents’ permission first.

o | will follow my parents’ guidelines for my Internet use anytime | am connected, whether | am at home, at school,
or at a friend’s house.

Parent Agreement

| know that the Internet can be a dangerous place, but that it can also be very useful and entertaining. | will help my child
stay safe online by following these guidelines.

o | will be involved in my child’s Internet activity, and get to know the websites they visit.

o | will set reasonable rules for my child’s Internet use.

e | will listen to my child. If they have made an error in judgment using the Internet, | will react reasonably.
o | willkeep a list of my child’s profile names, e-mail addresses, and passwords.

o | will take steps to keep my family safe from strangers and inappropriate material on our computers.

« | will report any suspicious, inappropriate, or illegal activity to the proper authorities.

o | will frequently check to see what sites my child is visiting on the Internet.

e | will continue to learn about new ways to protect my family when they are online.

Child’s Signature Date Parent’s Signature Date



Consumer Protection Manuals

Buying a Home Landlord and Tenant Guidelines
Charitable Giving A Parents’ Guide to Social
Credit and Debt Networking Websites
Foreclosure Prevention and Pyramids, Gift Schemes & Network
Foreclosure Scams: How to Tell the Marketing
Difference Residential Construction
Guidelines for Motor Vehicle Rules of Consumer Protection
Advertising in Idaho Rules of Telephone Solicitations
Idaho Consumer Protection Manual Senior Citizens Manual
Idaho Lemon Law Service on an Idaho Nonprofit Board
Identity Theft of Directors
Internet Lingo Dictionary Telephone Solicitation
Internet Safety Young Adult Handbook

This publication was prepared by the Attorney General’s Consumer
Protection Division and the Idaho Internet Crimes Against Children
Task Force (Idaho ICAC).

Funds collected by the Attorney General’s Consumer Protection
Division as the result of enforcement actions paid for this pamphlet.
No tax monies were used to pay for this publication.

The Consumer Protection Division enforces Idaho’s consumer
protection laws, provides information to the public on consumer
issues, and offers an informal mediation process for individual
consumer complaints.

If you have a consumer problem or question, please call
(208) 334-2424 or in-state toll-free (800) 432-3545. TDD access and
Language Line translation services are available. The Attorney
General’s web site is available at www.ag.idaho.gov.

If you have information about an Internet crime against a child or that
you think will be useful in the fight against child exploitation, contact
us through the National CyberTipline at www.cybertipline.com or by
calling, toll-free (800) 843-5678.

The information you provide will be forwarded to the appropriate
ICAC law enforcement agencies in Idaho or elsewhere in the United
States.


http://www.ag.idaho.gov/�
http://www.cybertipline.com/�



