Guarding Against E-Mail Viruses

E-mail virus attacks have been a serious and consistent concern for busi-
nesses of all types and size. Recent attacks by e-mail viruses have damaged
computers, corrupted business data, and caused the loss of critical access.
According to Computer Economics, the global cost of business interrup-
tion, lost productivity and cleanup costs in 2001 were estimated at $17
billion dollars. The National Computer Emergency Response Team (CERT)
estimates that the number of attacks rose from 21,765 in 2000 to 52,658

in 2001. Why all this focus on e-mail? After continued attacks, businesses
learned to harden security on their networks with firewalls and other intru-
sion detection software. But many businesses have not equally protected
e-mail servers. These less-protected access points allow hackers to bypass
network security measures. Less vigilance and less protection on the part
of businesses, coupled with the unwitting assistance of many unwary or
uninformed e-mail users, give virus creators an ideal way to propagate their
malicious payloads. Every individual and business should follow these
security tips:

* Make sure that you install a recent version of anti-virus software on
every computer on your network and every computer that connects to
your network. Insist that all friends, associates, business partners,
vendors, and suppliers use updated anti-virus software.

* Because new viruses appear almost daily, be sure that your company has
plans to regularly update all copies of anti-virus software with the newest
“virus signature” or “virus definition files” at least weekly. These update
files allow your older anti-virus programs to detect newer viruses and
their variations earlier and more successfully. With most software, these
virus updates are available for free for the first year.

* For best results, set up anti-virus software to scan automatically every
time you start your computer, and to run continuously in the background
during any on-line activities and anytime you receive, open, or modify
files. Those who rely on manual scanning often forget to run scans
frequently enough to offer the fullest protection.

* Consider deleting, unopened, unexpected or unrequested e-mail, or email
from someone you do not know.

» E-mails that look suspicious probably are. Consider deleting, unopened,
any message with a blank subject line, a subject line with numbers, random
letters, or other unusual greeting. Overcome the “curiosity factor.”” Any
legitimate person trying to contact will try again or use another method.
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 If you get a suspicious looking e-mail from a person you
know, it may be that that person’s machine is infected and
is sending a virus to that person’s entire e-mail address
book. Contact that person by telephone or other means to
ask about the suspicious e-mail. Your contact may not
even be aware that his or her PC is infected.

When you open an e-mail message, even one from a

 Consider installing a “scan mail” program just ahead of

your e-mail server. It can act as a kind of firewall for
your e-mail. These programs can scan every e-mail for
suspicious attachments, and can “quarantine” e-mail that
has special patterns or wording. (It can also be helpful
in eliminating annoying junk e-mail.) Installing a scan
mail program together with anti-virus software on every
computer is a good starting point for protection against

known or trusted source, do not automatically open any
attachments. Viruses are most commonly sent in “trick”
attachments that launch the virus when the file is opened.
Do not open any attachments that have the following
types of extensions at: .exe, .com, .sys, .dll, .vbx, .ovl,
.bin, .drv. Each of these file types can deliver a virus.
Look out for especially tricky file names such as monthly
budget.exe or vacation pictures.vbx or attachment.com.
Never double click on such files.

business interruption, computer damage, loss of data, lost
productivity and the potential embarrassment of appearing
on the front page of every newspaper identifying you as
the latest unprepared victim.

* Create a policy for acceptable use of e-mail. Educate
employees about the inherent risks of e-mail. Create
e-mail and access guidelines for all employees, and share
these during orientation and continuing education.

 Consider scanning every e-mail attachment, even one
from a known or trusted source, before you open it. Even
if a file is a legitimate, expected attachment from a trusted
friend or associate, it could be infected.

For more information, contact your local Hartford
agent or your Hartford Loss Control Consultant.
Visit The Hartford’s Loss Control web site at
http://www.thehartford.com/corporate/losscontrol/

The information provided in these materials is intended to be general and advisory in nature. It shall not be considered legal advice. The Hartford does not war-
rant that the implementation of any view or recommendation contained herein will: (i) result in the elimination of any unsafe conditions at your business locations
or with respect to your business operations; or (ii) will be an appropriate legal or business practice. The Hartford assumes no responsibility for the control or
correction of hazards or legal compliance with respect to your business practices, and the views and recommendations contained herein shall not constitute our
undertaking, on your behalf or for the benefit of others, to determine or warrant that your business premises, locations or operations are safe or healthful, or are
in compliance with any law, rule or regulation. Readers seeking to resolve specific safety, legal or business issues or concerns related to the information provided
in these materials should consult their safety consultant, attorney or business advisors. All information and representations herein are as of March 2009.
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